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Every year, many deaths occur due to various strains of viral diseases, especially during
the Arbaeen procession, numerous crowds in blessed places, and the beginning of the
academic year of schools and universities in the country. The spread of compliance with
health protocols was considered the best solution to stop this disease, and each
individual's commitment to these protocols played a crucial role. Since manually
monitoring compliance with health protocols is time-consuming, laborious, and error-
prone, using an intelligent monitoring system to check people's mask coverage and
identify symptomatic people regardless of quarantine regulations is strongly required in
public environments. This article proposes an automatic hardware/software system
based on artificial intelligence to identify people's mask cover and measure body
temperature, which performs face recognition, mask cover detection and body
temperature measurement, respectively, using the Viola Jones algorithm, convolutional
neural network and temperature sensor. The Viola Jones converts a gray-level image to
face area detected of the image. CNN model that optimized through transfer learning
for classifying images is the ResNet type. If a person has not used a mask or the person’s
body temperature is higher than 37.5 degrees, the system will issue a warning. The
proposed model was obtained accuracies of 99% and 98% for the training and validation
sets at Epoch 18. In the field evaluation, this system was able to achieve 96% accuracy
in face recognition and 100% accuracy in mask cover detection. This smart system can
be used to monitor compliance with health protocols in public centers.

Keywords: Viral Infection Identification; Facial Recognition; Body Temperature
Measurement; Mask Detection; Convolutional Neural Network; Deep Learning.
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1. Introduction

and engineering technologies, the control and
treatment of these pandemics are facing many
challenges. Unfortunately, due to the occurrence of

Today's world is witnessing the spread of new
epidemics, the latest of which was Covid-19, which
led to the death of many people and damage to a
wide range of jobs and businesses [1]. In addition,
pilgrimages involving mass processions and large
gatherings at religious sites always pose a threat of
intensifying waves of viral diseases in society [1].
Despite the many advances in the field of medicine

mild symptoms in some patients, the follow-up of
treatment issues is not followed seriously until the
occurrence of severe symptoms, which can lead to
serious problems such as pneumonia, not receiving
enough oxygen, and even death in the elderly and
people  with underlying problems [2-3].
Researchers are not optimistic about the definitive
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treatment of this disease, despite numerous efforts
to develop vaccines and effective drugs, due to its
high contagiousness and the emergence of different
strains of it, at least in the short term, on this basis,
experts still believe that the best solution is to
follow health protocols from all members of
society know [4]. Based on this, wearing a mask
and complying with quarantine regulations is the
main preventive measure that can significantly
limit the spread of many infectious viral diseases
[4]. As aresult, many organizations and institutions
have encouraged people to follow guarantine rules
in case of suspicious symptoms and wear masks in
public environments. Some governments have
even made it mandatory, and non-compliance is
subject to heavy fines. It seems that the most
effective way to overcome the epidemic of this
disease is to observe health protocols by all
members of the society so that the epidemic chain
of this disease can be broken as much as possible.
Unfortunately, many people in society have not
followed these protocols to deal with the spread of
the disease, and without paying attention to them,
they travel without masks in the public areas of
cities, blessed places, and the entry-exit crossings
of the country's borders. For this reason, the
existence of an intelligent automatic monitoring
system to check the masks of people and identify
suspected people with diseases in public
environments is highly necessary. Due to the large
number of public places, the implementation of this
process in a manual way, while time-consuming,
depends on the condition of the person inspecting.
If it is carried out while imposing high costs, it will
not be immune from human errors. In addition, due
to the lack of an intelligent system, information
monitoring will be time-consuming and impose a
massive financial burden on the healthcare centers.
Based on this, an automatic intelligent system to
check the mask cover and identify people
suspected of having a disease who violate the
guarantine rules is necessary. Various researches
have been done so far in the field of automatic
identification of people with or without masks [5-
11]. For example, Chawda and his colleagues
introduced a method of identifying people with and
without masks using facial images based on
convolutional neural networks [12]. The
Convolutional neural network (CNN) presented in
this research consists of two convolutional sub-
networks. The first sub-network is responsible for
identifying the face area, and the second sub-
network is responsible for classifying the face into
two classes: masked and unmasked [12]. In another
study, Loui and his colleagues presented a method
for distinguishing people wearing masks from

people without a mask based on a combination of
transfer learning, deep learning models, and
classical machine learning methods [13]. In this
method, a pre-trained CNN model was used as a
feature extractor, and a decision tree model was
used as a classifier [13]. In a different study, Chen
and his colleagues presented an automatic method
for determining mask quality using mobile phone
cameras to prevent virus transmission based on
image processing [14]. In this method based on
classical machine learning, co-occurrence features
were extracted from the image and the k-nearest
neighbor model was used to perform classification
operations [15-16]. Also, in 2022, Wu and his
colleagues introduced a new method to analyze
people's mask coverage based on deep learning in
wide-view images [17]. The method presented in
this research was based on the development of a
local CNN based on the Yolo model, which could
identify the faces of people in the images and
classify each face into three classes: masked,
unmasked, and wrongly masked [18]. Table 1
shows a summary of these studies. However, these
methods have a high computational load can only
be implemented on powerful computer systems,
and practically cannot be implemented in
embedded systems. As a result, these methods are
only suitable for use in closed-circuit cameras and
do not have the ability to prevent people without
masks and suspected of respiratory diseases from
entering public places. Also, body temperature is
one of the most significant parameters in
respiratory diseases, colds, influenza, Sars, and
COVID-19, but previous studies have not
considered it.

Table 1. A summary of the research conducted in
the field of mask recognition of people in images
and video frames

Published
year

2021

Method type Reference

Two-layer convolutional
neural network

A hybrid model of classical
2021 machine learning and transfer [13]

learning deep CNN model

A method based on co-

occurrence and k-nearest

2021 neighbor feature extraction for [14]
use in mobile phones
A local CNN based on YOLO
model to identify masked and
unmasked people in wide field
of view images

[12]

2022 [17]

By exploiting growth of the express logistics
industry, millions express bills images must be
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recognized. Automatic detecting express bills must
be acquired by developing new algorithm.
Semantic fusion rotated object detector was
proposed by Zhang et.al [19]. As mentioned above,
face recognition systems play a crucial role in
many access control and automatic identification
systems. However, these systems still have
shortcomings that reduce their performance
efficiency. As a result, the main goal of this study
is to provide an inexpensive hardware/software
system to detect the mask cover and measure
people's body temperature with a light algorithm
that can be implemented on embedded systems. It
was used to prevent people without masks and
suspected of respiratory diseases from entering
public centers. In this article, the Viola Jones
algorithm is used for converting the gray-level
image to face area of detected image. CNN model
is optimized through ResNet type transfer learning
for classifying face images with and without a
mask. This article is configured in five sections,
which are followed by a brief introduction of each
chapter. The second chapter, Materials and
Methods, introduces and describes the database
and all the methods used in the proposed system.
The third chapter explains the details of the
proposed system and its parts, and the fourth
chapter reports the system's results. At the end, the
proposed system will be discussed, and a general
conclusion of the research will be presented.

2. Materials and Methods

In order to implement a model that recognizes
people without a mask and with a mask, a data set
of face images without a mask and with a mask is
needed. In this research, a public database of face
images without mask and with mask was used,
which contains 4095 images [20]. Out of these
4095 images, 2165 images belong to the class
without mask and the remaining images, i.e. 1930
images, belong to the class with mask. Also, 25
people, 19 men and 6 woman, volunteered to
participate in the evaluating of the proposed
system. Fig. 1 shows an example of some images
of this database [20].

2-1. Viola Jones Algorithm

In 2001, Viola Jones algorithm was introduced as
the first real-time full-face face recognition system
by Jones et al. [21]. This method uses three
sequential processes for its performance. Basically,
this method creates a new representation of the
image called a cumulative image, which allows it

to extract features faster. Then they extracted the
features of Harr from the cumulative image. These
features are actually rectangles that describe
different parts of the face. They are placed on the
photos in a repetitive process. Then, by using a
modified version of the boosting learning
algorithm called Adabost, classification is done in
this proposed algorithm while extracting features.
By providing a flow structure that quickly passes
through the background areas of the image in the
initial layers of the cascade and can focus
calculations more on the face areas, the calculation
speed can be increased. The Viola Jones algorithm
is used in real-time applications due to its high
accuracy and fast performance [21]. Due to the
acceptable performance of the Viola Jones
algorithm in terms of speed and accuracy, this
algorithm has been used for face recognition in this
research.

Fig. 1. Examples of database images used to
implement and evaluate the mask recognition model

[0l
2-2. Convolutional Neural Network (CNN)

CNN is one of the conventional techniques of deep
learning, which is modeled after the biological
neurobiological model of the visual cortex of the
brain [22]. Researchers claim that through different
nerves in the visual cortex area, different maps of
the visual field of the human eye are created that
these maps become smaller and deeper under the
influence of some biochemical processes during
movement in the frontal region of the brain [22].
Based on this, the proposed CNN is designed in
ways that can simulate the mentioned process in
the visual cortex of the brain. In other words, the
CNN technique can receive a multi-dimensional
input such as image and signal, create different
maps of it along the network select the best ones at
the end of the network, and perform the final
operation [23]. Fig. 2 shows the general structure
of a CNN model. It shows that after extracting the
maps of lower perceptual levels, the maps of higher
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perceptual levels are determined by increasing the
length of the network.

) Y
Aircraft Structural Condition

Feature Learning

Sensing Input Classification

Fig. 2. An example of the structure of a CNN [1]

The configuration of CNNs models comprise of
several layers such as convolutional layers, pooling
layers, fully connected layers, activation layers,
and Softmax layers. The convolutional layer,
which is the core of CNN models, is responsible for
generating different maps from the input data [24].
These layers allow the implementation of functions
such as creating different maps from the input data,
sampling the created maps, decision making
functions, flattening of the volume map and
multiplying adjustable weights on the flatted maps.
In other words, by generating these maps, these
layers extract different features from the input data
in of low, medium and high level of understanding
of the input data [22-24]. The convolutional layer
consists of several trainable spatial filters, each of
which participates in the convolution operation
with the input data. During the network learning
process, the weight and bias values of the filters
(which are not fixed) are adjusted to achieve
optimal performance for the network under
training. By reducing the dimensions (width and
height) of the input mapping, the pooling layers
reduce the number of trainable parameters and the
computational load of the network [22-24]. In other
words, these layers perform the sampling operation
of the input mapping in the direction of width and
height. This layer slides a window with a fixed
height and width along the width and height of the
input mapping of each band. This layer reports the
results of the analysis in the form of an output map
by applying a predetermined statistical analysis on
the values of the input mapping located in the
sliding window area at each sliding time [25].
Based on the type of statistical analysis, the
integration layers are defined in different ways, the
most common of which are the maximum
integration layer and the average integration layer.
The maximum integration layer selects the
maximum value of the input mapping values
located in the sliding window area, and the average
integration layer puts the average value of the input

mapping values enclosed in the sliding window
area into the output mapping. The activation layer
consists of a non-linear function that is applied to
each input mapping layer. From a biological point
of view, this layer somewhat simulates the way the
action potential occurs in nerve cells. This layer
can use non-linear functions such as absolute
values, sigmoids, hyperbolic tangents, etc [25].
The most common nonlinear function used in CNN
models is the Rectified Linear Unit function [24].
Various studies have shown that using this function
while increasing the speed of network training can
avoid categories such as discontinuities and the
impossibility of derivation during network training
[24-26]. Like a filter, this function passes values
greater than zero and replaces values smaller than
or equal to zero. After the function of Rectified
Linear Unit was introduced, a generalized type of
it was introduced under the title of function of
Leaky Rectified Linear Activation. In this idea,
instead of zeroing values smaller than zero, they
were replaced and displayed with a coefficient
generally smaller than one [25-27]. After receiving
the volumetric mapping, fully connected layer
multiplies it into a column and then into a weight
and bias vector whose values are variable and can
be trained, and provides the result of this operation
to the next layer. The way to determine these
parameters is achieved through an iterative training
process until the desired result is achieved for the
network under training for each input. Usually, at
the end of CNN model architectures, by using
several fully-connected layers while selecting the
best features, the desired output is produced and
presented [27] At the end of networks based on
deep learning architecture, which is designed for
the purpose of data classification, there is generally
a layer called Softmax layer. This layer receives the
output of the last all-connected layer for each
number of available classes, for each input data
after calculating the probability function, assigns
the input data to the corresponding class with the
highest probability [25]. One of the methods to
reduce overfitting in all deep learning structures is
to use dropout layer. In this way, during network
training, this layer randomly sets some of the
trainable weights to zero (either in the
convolutional layer or in the fully-connected layer)
[24]. This process forces the network weights to be
optimally optimized during training. On the other
hand, this process prevents the correlation of
weights and prevents overfitting. It should be noted
that the presence of this layer is not mandatory in
CNN architectures.
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Fig. 3. General flow chart of proposed system performance
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Fig. 4. Flowchart of face recognition part in the proposed system

3. Proposed System

The flowchart of the hardware/software system of
the proposed design for detecting people's mask
cover and measuring body temperature in this
article is shown in Fig. 3. As the person approaches
the proposed hardware-software system, imaging
starts, and a picture of the person's face is taken.
After identifying the face region using Viola Jones
algorithm, the identified face image is separated
from the original image. By applying the face
image to a CNN model, it is classified into classes
with and without a mask. In the next step, the
person's temperature is measured through a non-
contact temperature sensor. If the person wears a
mask and his body temperature is less than 37.5
degrees, the person is placed in the permitted class,
and no warning is issued. However, if the above
two situations occur, the system alert will be
activated while placing the person in an
unauthorized class. It should be noted that all
information, including the condition of the mask
cover, body temperature and detected face, are
shown on the system screen after the image is
recorded and the temperature is measured. All
components of this system, which respectively
include face recognition, mask recognition, body
temperature measurement, and person

measurement in terms of being allowed and not
allowed, are explained below.

3-1. Face Recognition

The flowchart of automatic face recognition taken
from Fig. 4 consists of a distance sensor
(ultrasound sensor HC-SR05) and a camera (5-
megapixel regular Raspberry Pi camera). The main
core of the software, which is based on Viola Jones
algorithm, is responsible for face recognition. The
proposed system uses a distance sensor to measure
the distance at any moment and if a person is within
10 to 30cm, it activates the camera and takes a
picture of the person in front of the system. In other
words, the minimum distance and the maximum
distance for the device to start working are 10 and
30cm, respectively. After converting the image
into a gray-level image and applying the Viola
Jones algorithm to it, the output shows the detected
face area of the image.

3-2. Mask Detection

The second part of the proposed system, based on
the CNN model, performs the task of identifying
mask coverage. The input of this section is the face
image and its output is the result of classifying the
isolated face image into one of the mask and non-
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mask classes. The previously trained CNN model
is of the ResNet type and is optimized based on
transfer learning for classifying face images with
and without a mask. For the transfer learning of this
model, the database introduced in sections 1-2 is
used. Thus, 80% of the data set was used for model
training, and 20% was used for model validation.
After training, this model will be able to classify
the received facial image into two classes: with and
without a mask. The error function of the proposed
model and its optimizer for training the model is
the binary entropy-intersectional function and
Adam's optimizer, respectively. The learning rate
of the model is selected as 0.0003, which remains
constant during the training of the model. Also, the
number of epochs and batch size for training the
model were chosen as 18 and 32, respectively. In
order to implement this model, Cross library has
been used in the Python programming
environment. The training and testing of this model
has also been done in the free cloud space of
Google Colab, which uses an NVIDIA Tesla k80
GPU for training and testing networks. It should be
noted that after the training, this model is saved in
the form of a file and installed on the hardware
system.

3-2-1. Body Temperature Measurement

After identifying the mask cover, the body
temperature is measured through the system's
microcomputer processor (Raspberry Pi 4 RAM 2
GB), connected to the MLX90614 non-contact
infrared temperature sensor through the 12C
protocol. When the user's forehead is close to the
device, the sensor sends an infrared ray and records
the return ray from the forehead surface, processes
it and sends it to the processor.

3-3. Measuring the Authorized or Unauthorized
Person

In the final part of the proposed system, the mask
cover and the measured temperature determine
whether a person's measurement is authorized or
unauthorized. If the mask is not used or the body
temperature is higher than 37.5 degrees, while the
person is in an unauthorized class, the gate guards
will prevent the suspicious person from entering by
activating the alarm system. Otherwise, the system
will not issue any warning while the target person
is in the authorized class.

4. Results

In this part, after describing the proposed system,

the method of evaluating the mask recognition
model, which is the core of the system, is
explained, and then the evaluation criteria used are
explained in detail. After that, the results obtained
from the evaluation of the mask recognition model
as well as the field evaluation are presented in a
quantitative and qualitative manner.

4-1. Criteria and Method of Evaluation

To evaluate the artificial intelligence model of
mask recognition, by allocating 80% of the
database to the training set, the training model is
created, and with the remaining 20% to the
validation set, the model is evaluated. The
evaluation of the model is estimated by the
validation set using the accuracy and error
indicators mentioned in relations 1-4 and 2-4.

TP+TN
Accuracy = , )
TP+TN +FP+FN
Loss =1— Accuracy, 2

In these relations, TP and TN are respectively
equal to the number of masked and unmasked
items correctly recognized by the system.
Subsequently, FP and FN are the number of
masked and unmasked cases that were wrongly
recognized by the system. Also, to measure the
face recognition algorithm, the criterion of correct
identification rate (CIR) is used according to

equation 4-3.
CIR = % ©

In Equation (3), N¢i shows the number of
correct faces identified by the algorithm and M is
the total number of faces.

4-2. Results of the Mask Recognition Model

Fig. 5 shows the accuracy and error diagram of the
mask recognition model during the training of the
model for the training and validation datasets.
According to Fig. 5, the model in the 18th Epoch
was able to obtain the highest accuracy and the
lowest error for the training and validation data set.
In this Epoch, the accuracy and error of the model
for the training and validation datasets are the
closest to each other. This issue, along with the
high level of accuracy and low level of error, shows
the optimal training of the model in this Epoch,
which indicates the absence of overfitting and
under fitting. As a result, the model's training has
been stopped in this Epoch, the 18th Epoch.
Quantitatively, the proposed model was able to
obtain accuracies of 99% and 98% for the training
and validation sets in the last Epoch, i.e. Epoch 18
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based on Equation (1). The error value of the model
was obtained in the last Epoch for training and
validation sets equal to 2% and 4%, respectively
based on Equation (2). These results show that the
mask recognition model can classify face images
without a mask and with a mask with very high
accuracy.

Training Loss and Accuracy

Loss/Accuracy

::\

— ftrain_loss
= val_loss
train_acc

— wval_acc =

00 25 50 75 100 125 150 175
Epoch #
Fig. 5. The accuracy and error of the mask detector
model for training and validation data sets

4-3. Field Evaluation

In order to evaluate the final system in the field and
to check its performance, 25 people including 19
men and 6 women were used, each of them
standing in front of the proposed system once with
a mask and once without a mask. Fig. 6 shows
examples of the results of the proposed system in
the field evaluation.

a relatively good result based on Equation (3) and
Table 2. Confusion matrix that presented at Table
2, described classification model performance by
comparing predicted values against actual values.

Table 2. Confusion matrix in mask cover detection
between 25 people including 19 men and 6 women.

Predicted no-Mask Mask
Actual
no-Mask TP=13 FN=0
Mask FP=1 TN=11

Temp:37.61

Fig. 6. Examples of the output of the proposed
system

The face recognition algorithm of the proposed
system was able to correctly identify the faces of
24 candidates and failed to identify the person's
face in only one case. Based on these results, the
CIR obtained in this evaluation was 96%, which is

However, in ideal conditions, the face
recognition algorithm should work more accurately
than in the current state because if it is not done
correctly, the subsequent parts of the system will
also suffer errors. In detecting whether a person is
wearing a mask or not, the system correctly
recognized all 24 identified faces, which shows the
high accuracy and good performance of the mask
recognition department. In the field of temperature
detection, the system was able to detect the
temperature of people in the range between 35 and
36 degrees, which is very close to the reference
temperature of healthy people, and these results
show the optimal performance of the body
temperature measurement section in the proposed
system.

5. Conclusion

This research presents an intelligent hardware-
software system for detecting people's mask cover
and measuring body temperature. This system
includes image recording by camera, distance
measurement, and temperature measurement using
infrared non-contact temperature sensor, while its
software part includes face recognition and mask
recognition. Face recognition using the Viola Jones
algorithm and mask cover detection using a CNN
model of ResNet type, which is based on transfer
learning for the classification of face images
without a mask and with an optimized mask.
Compared to previous studies that tried to provide
face mask detection methods, this study introduces
a hardware/software system with an algorithm that
can be installed on embedded hardware. In other
words, previous studies only focused on providing
methods based on closed-circuit camera images, all
of which required powerful computer systems to
run [23-25]. In addition, in this study, the body
temperature factor is considered as an important
factor in identifying suspected people with viral
and respiratory diseases. The innovative idea of
using the Viola Jones algorithm and the use of the



Rezaeian: Intelligent Control and Monitoring of Infectious Viral Diseases Based on Deep Learning 134

distance sensor led to the software being lightened
and the execution speed of the proposed algorithm
being reduced. The use of the distance sensor is
effective because it performs face recognition and
mask recognition only if a person is in front of the
device, thus preventing the processing of
consecutive frames. Therefore, it can be claimed
that this article has presented an inexpensive and
quick intelligent system to control compliance with
health protocols based on mask detection and body
temperature measurement. However, this system is
a little weak in terms of face recognition
performance and in some situations, such as a
shadow falling on the face, it cannot identify the
face well. To solve this problem, other facial
recognition algorithms such as MTCNN [28], Face
Net [29] and DBC Face [30] can be used instead of
the Viola Jones algorithm. However, the use of the
two mentioned algorithms requires the use of a
more powerful hardware platform than Raspberry
Pi 4. On the other hand, the non-contact
temperature sensor used in the system does not
have a large optimal range, and the person must
bring his forehead to the device at a distance of 10
to 30cm to correctly measure the person's
temperature.

6. Discussion

The proposed system can be used in many
organizations and public places, such as
government offices and agencies, shopping malls,
schools and universities, construction complexes,
hotels, shrines, and Arbaeen walks, etc. in crowded
conditions. This accurate and fast-acting system
based on artificial intelligence reduces the need of
human  resources of organizations and
organizations to control health protocols. The
results of the evaluation of the proposed system
show high accuracy in the classification of face
images without a mask and with a mask.
Temperature measurement at longer distances (a
distance of one meter or more) can be realized
through more expensive temperature sensors and
thermal cameras such as MLX90640. In the
following, future works are provided to improve
this topic in future research by adding new
capabilities. One of the most important things in
the transmission and spread of diseases is not using
the mask properly. By upgrading the algorithm, the
software part can be equipped with the ability to
detect whether wearing a mask is correct or
incorrect. In this way, the system, while
recognizing the correctness of the use of the mask
by the person, gives a warning to the person if it is
not used correctly. In addition, it is possible to add

the ability to count people along with information
such as the status of the mask cover, the measured
temperature, and the recorded time to the system,
and by saving it in the form of a text file, it can be
transferred through the USB port. After analyzing
the mask and body temperature, the person can be
asked to remove the mask, in this way, by adding
the face recognition feature to the proposed system,
the authentication feature can also be screened.
Also, by monitoring the information obtained from
the proposed system, it is possible to provide
information such as the number of people
following health protocols to estimate the
occurrence of future peaks and provide it to crisis
control and passive defense management
organizations.
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